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Active Measures

Country Measure Details
. Personally Controlled Electronic This regulation restricts the exportation of any
Australia . ) . . .
Health Record Provision personally identifiable health information.
Two provincial personal information | These two provincial laws restrict the exportation
Canada laws: Nova Scotia and British of any personal data collected by or for public
Columbia bodies.
This law contains broad requirements for local
. . rocessing and storage of “important data” related
China Cyber-Security Law P . g - g . p )
to Chinese citizens and critical information
infrastructure.
Notice to Urge Banking Financial This law prohibits the off-shore analyzing,
China Institutions to Protect Personal processing, or storage of Chinese personal financial
Information information.
Guidelines for Personal Information This standard prohibits the overseas transfer of
China Protection within Public and data without express user consent or government
Commercial Information Systems permission.
China Online Publishing Service This law requires that all servers used for online
Management Rules publishing in China be located within China.
) Population and Healthcare These measures prohibit the overseas transfer of
China i o .
Information Management Measures | health and medical information.
Amendments to this act require
. telecommunications providers to store meta data
Germany Telecommunications Act . . . L
for a specified period of time within the borders of
Germany.
India National Data Sharing and This policy requires all data collected using public
Accessibility Policy funds to be stored within the borders of India.
This law mandates that any company which
. Regulation No. 82: Information and provides internet enabled services directly to the
Indonesia . ; . e
Electronic Transaction Law consumer must locate their data centers within
Indonesia.
. — These amendments require that all personal data
Amendments to Certain Legislative L .
Kazakhstan — collected within Kazakhstan be stored within the
Acts on Informatization
country.
: This act, an update to a law which originated in the
Act on the Establishment and P . g
Korea _— ; Korean War era, greatly restricts the cross-border
Management of Spatial information )
transfer of mapping data.
- N These guidelines require that all consumer and
L Guidelines for Nigerian Content g d L
Nigeria : subscriber data collected by companies in Nigeria
Developmentin ICT L
be hosted within Nigeria.
. This law requires that all data collected on Russia
Russia Federal Law 242-FZ a

citizens be stored within Russia.
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https://www.legislation.gov.au/Details/C2012A00063
https://www.legislation.gov.au/Details/C2012A00063
http://nslegislature.ca/legc/bills/60th_1st/3rd_read/b019.htm
http://www.bclaws.ca/Recon/document/ID/freeside/96165_00
http://www.bclaws.ca/Recon/document/ID/freeside/96165_00
http://www.chinalawtranslate.com/cybersecuritylaw/?lang=en
http://www.lawinfochina.com/display.aspx?lib=law&id=8837&CGid=
http://www.lawinfochina.com/display.aspx?lib=law&id=8837&CGid=
http://www.lawinfochina.com/display.aspx?lib=law&id=8837&CGid=
https://chinacopyrightandmedia.wordpress.com/2013/01/21/information-security-technology-guidelines-for-personal-information-protection-on-public-and-commercial-service-information-systems/
https://chinacopyrightandmedia.wordpress.com/2013/01/21/information-security-technology-guidelines-for-personal-information-protection-on-public-and-commercial-service-information-systems/
https://chinacopyrightandmedia.wordpress.com/2013/01/21/information-security-technology-guidelines-for-personal-information-protection-on-public-and-commercial-service-information-systems/
https://chinacopyrightandmedia.wordpress.com/2016/02/04/online-publishing-service-management-rules/
https://chinacopyrightandmedia.wordpress.com/2016/02/04/online-publishing-service-management-rules/
http://en.nhfpc.gov.cn/2014-06/15/c_46801_2.htm
http://en.nhfpc.gov.cn/2014-06/15/c_46801_2.htm
https://www.gesetze-im-internet.de/tkg_2004/__113b.html
http://ogpl.gov.in/NDSAP/NDSAP-30Jan2012.pdf
http://ogpl.gov.in/NDSAP/NDSAP-30Jan2012.pdf
http://www.flevin.com/id/lgso/translations/JICA%20Mirror/english/4902_PP_82_2012_e.html
http://www.flevin.com/id/lgso/translations/JICA%20Mirror/english/4902_PP_82_2012_e.html
http://aequitas.kz/upload/files/Information%20Letter_Amendments%20to%20Legislation%20in%20the%20Informatization%20Sphere.pdf
http://aequitas.kz/upload/files/Information%20Letter_Amendments%20to%20Legislation%20in%20the%20Informatization%20Sphere.pdf
http://www.law.go.kr/eng/engLsSc.do?menuId=1&query=ESTABLISHMENT+ON+THE+ACT+%2C+MANAGEMENT%2C+ETC.+OF+SPATIAL+DATA&x=17&y=27#liBgcolor0
http://www.law.go.kr/eng/engLsSc.do?menuId=1&query=ESTABLISHMENT+ON+THE+ACT+%2C+MANAGEMENT%2C+ETC.+OF+SPATIAL+DATA&x=17&y=27#liBgcolor0
http://nlipw.com/guidelines-nigerian-content-development-information-communications-technology-ict/
http://nlipw.com/guidelines-nigerian-content-development-information-communications-technology-ict/
https://www.imolin.org/doc/amlid/Russia/Federal_Law_On_Currency_Regulation_and_Currency_Control.pdf
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This law: 1) Requires any organization which
“disseminates” information on the internet (email,
messaging services, etc.) must keep all metadata

Services

Russia Federal Law 149-FZ within Russia for 6 months; and 2) all bloggers with
more than 3,000 followers must register with local
authorities.

This law requires companies that provide e-

Turkey E-Payment Law payment services to conduct all data processing
within the borders of Turkey.

. DoD Interim Rule on Network These rules require that all cloud computing

United . . . .

States Penetration Reporting and service providers that work for the DOD to store

Contracting for Cloud Services DOD data within U.S. Territory.
This law mandates that all companies that provide

Vietnam Decree of Information Technology a range of different internet enabled services

maintain at least one server within the borders of
Vietnam.

Potential Measures

Country Measure Details
This law would require localization of data servers
Draft Supervision Rules on Insurance | by any insurance institution processing the
China Institutions Adopting Digitized personal data of Chinese citizens. Additionally,
Operations there are vague requirements for data residency
that are yet to be defined.
In addition to highly invasive IP disclosure
requirements, the regulation also has a section
China Secure and controllable standards that gives preferred status to companies that can
have upfront design duplicated environment of
CPUs located within China.
Draft Regulation Regarding the . . .
. & . g. 8 This law has a vague requirement that OTT service
. Provision of Application and/or . . o
Indonesia : providers place part of their data centers within
Content Services Through the )
Indonesia.
Internet
. These pre-announced standards would require all
Standards for Cloud Computing P : : 4 .
Korea . cloud computing providers place servers handling
Services . o
public data within the borders of Korea.
This proposed regulation would require cloud
Saudi Proposed Regulation for Cloud service providers to store certain types of data
Arabia Computing locally based on a four tier data classification
system.
Vietnam Draft OTT Circular This draft law would require all OTT service

providers to locate at least one server in Vietnam.
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http://www.wipo.int/wipolex/en/text.jsp?file_id=371388
https://www.bddk.org.tr/websitesi/english/Legislation/129166493kanun_ing.pdf
https://www.federalregister.gov/articles/2015/08/26/2015-20870/defense-federal-acquisition-regulation-supplement-network-penetration-reporting-and-contracting-for
https://www.federalregister.gov/articles/2015/08/26/2015-20870/defense-federal-acquisition-regulation-supplement-network-penetration-reporting-and-contracting-for
https://www.federalregister.gov/articles/2015/08/26/2015-20870/defense-federal-acquisition-regulation-supplement-network-penetration-reporting-and-contracting-for
https://www.vnnic.vn/sites/default/files/vanban/Decree%20No72-2013-ND-CP.PDF
https://www.vnnic.vn/sites/default/files/vanban/Decree%20No72-2013-ND-CP.PDF
http://www.citc.gov.sa/en/new/publicConsultation/Documents/143703_en.pdf
http://www.citc.gov.sa/en/new/publicConsultation/Documents/143703_en.pdf

